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Subsection 1
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Entropy, Relative Entropy, and Mutual Information Entropy

Discrete Random Variables

@ We first introduce the concept of entropy, which is a measure of the
uncertainty of a random variable.
@ Let X be a discrete random variable with alphabet X and probability
mass function
p(x) =Pr{X =x}, xeAX.

Notation: We denote the probability mass function by p(x) rather
than px(x), for convenience.

Thus, p(x) and p(y) refer to two different random variables and are
different probability mass functions, px(x) and py(y), respectively.
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Entropy, Relative Entropy, and Mutual Information Entropy

Entropy

The entropy H(X) of a discrete random variable X is defined by

H(X) ==Y p(x) log p(x).

XEX

@ We also write H(p) for the above quantity.

@ The log is base 2 and entropy is expressed in bits.
Example: The entropy of a fair coin toss is 1 bit.
Convention: We will use the convention that 0log 0 = 0, which is
easily justified by continuity since )I(i_r}no(xlog x) = 0.

@ Adding terms of zero probability does not change the entropy.
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Entropy, Relative Entropy, and Mutual Information Entropy

Other Bases

o If the base of the logarithm is b, we denote the entropy as Hp(X).
o If the base of the logarithm is e, the entropy is measured in nats.

@ Unless otherwise specified, we will take all logarithms base 2, and
hence all the entropies will be measured in bits.

Remark: Entropy is a functional of the distribution of X.

It does not depend on the actual values taken by the random variable
X, but only on the probabilities.
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Entropy and Expectation

@ We denote the expectation by E.
@ Thus, if X ~ p(x), the expected value of the random variable g(X) is

written
Erg(X) = g(x)p(x).
xeX

o If the probability mass function is clear from context, we write Eg(X).

@ The entropy of X can be interpreted as the expected value of the
random variable log ﬁ, where X is drawn according to probability
mass function p(x),

H(X) = E, log ﬁ.
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Entropy, Relative Entropy, and Mutual Information Entropy

Nonnegativity and Change of Base

Lemma
H(X) > 0.

o 0 < p(x) <1 implies that Iogﬁ > 0.

Lemma
Hp(X) = (logp a)Ha(X).

o log, p = logy, alog, p.
@ The second property of entropy enables us to change the base of the
logarithm in the definition.

Entropy can be changed from one base to another by multiplying by
the appropriate factor.
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Example
[ 1, with probability p,
o Let X = { 0, with probability 1 — p
Then

H(X) = — plogp — (1 — p)log (1 — p) = H(p).

In particular, H(X) = 1 bit when p = l
The graph of the function H(p) is shown in the figure.

Entropy is a concave function of the dis-
tribution.

It equals 0 when p = 0 or 1, i.e., when
there is no uncertainty.

The uncertainty is maximum when p = %
which also corresponds to the maximum
value of the entropy.
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Example

a, with probability 1
b, with probability i
¢, with probability i ’
d, with probability g
The entropy of X is

o Let X =

1 1 1 1 1 1 1 1 7
= —Zlogz—~log> —-log> — - log = = ~ bits.
H(X) 2Iog2 71087 —glogg —glogg = 7 bits
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Example (Cont'd)

@ Suppose that we wish to determine the value of X with the minimum
number of binary questions.

o An efficient first question is “Is X = a?”
This splits the probability in half.

o If the answer to the first question is no, the second question can be “Is
X = b

o The third question can be “Is X = ¢?”

The resulting expected number of binary questions required is 1.75.

This turns out to be the minimum expected number of binary
questions required to determine the value of X.

@ We will show later that the minimum expected number of binary
questions required to determine X lies between H(X) and H(X) + 1.
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Subsection 2

Joint Entropy and Conditional Entropy
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Joint Entropy

The joint entropy H(X, Y) of a pair of discrete random variables (X, Y)
with a joint distribution p(x,y) is defined as

HX,Y) ==Y p(x,y)logp(x, ).

xeX yeY

This can also be expressed as

H(X,Y)= —Elogp(X,Y).
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Conditional Entropy

If (X,Y) ~ p(x,y), the conditional entropy H(Y|X) is defined as

HYIX) = Y pO)H(YIX = x)
XeX

= = p(x)>_plylx)log p(y|x)

XEX yey

= = > p(xy)logp(y|x)

xEXy€EY
= — Elogp(Y|X).
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The Chain Rule

Theorem (Chain Rule)
H(X,Y) = H(X) + H(Y|X).

@ We have

H(X7 Y) = - er/’\f Zyey p(x,y) Iogp(x,y)
=D wex 2yey P(x,¥) log p(x)p(y|x)
o er/’\f Zyey p(X, y) |Og p(X)
— D oxex 2yey P(x,y) log p(y|x)
= — X xex P(x)logp(x)
— Y xex 2yey P(x,¥) log p(y[x)
= H(X)+ H(Y|X).

Alternatively:
o Write log p(X, Y) = log p(X) + log p(Y|X);
o Take the expectation of both sides to obtain the theorem.
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Consequence of the Chain Rule

Corollary
H(X,Y|Z) = H(X|Z)+ H(Y|X, Z).
@ Using the Chain Rule, we obtain

H(X,Y|Z) = H(X,Y,Z)—H(Z)
H(X,Z) — H(Z) + H(X,Y,Z) - H(X, Z)
= H(X|Z)+ H(Y|X, 2).
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Entropy, Relative Entropy, and Mutual Information

Example

Joint Entropy and Conditional Entropy

o Let (X, Y) have the joint distribution shown on the right.

Y\X|1 2 3 4

T LT L %

8 16 32 32

2 ‘ 1l 1 1 1

16 8 32 32

3 ‘ 1l 1 1 1

16 16 16 16

413 0 0 0

o We have:

o The marginal distribution of X is (3, %, 5, 3)-

o The marginal distribution of Y is (1,1, 1, 1).
cH(X)———Iog——lIog———I 5 —slogi
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Entropy, Relative Entropy, and Mutual Information Joint Entropy and Conditional Entropy

Example (Cont'd)

@ We also have

HIX|Y) = Siyip(Y =i)HX|Y =i)
1 1 111 1 1111
= ZH(Eva§’1§)'|IZIHSZ’1§’§71§)
+ZH(Z’Z’Z’Z)+ZH(1’O7O’O)
_ 1 7 1 7 1 1
= g3tz 3+3:2+40
= % bits;
HIYIX) = Siyp(X=0H(Y|X =)
1 1 111 1 111
- EH(27§7§51§)-|IZngZaia1710) 111
+§H(ZaZa§a0)+§H(szvivo)
1 3 1 3
= 3§tz 3tgitis
= % bits.
Finally H(X,Y) = H(X) + H(Y|X) = T + 18 = 27 pjts
’ 478 8 :
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Subsection 3

Relative Entropy and Mutual Information
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|dea of Relative Entropy

@ The entropy of a random variable is a measure of the uncertainty of
the random variable.

@ The relative entropy is a measure of the distance between two
distributions.

@ The relative entropy D(pl|q) is a measure of the inefficiency of
assuming that the distribution is g when the true distribution is p.

Example: If we knew the true distribution p of the random variable,
we could construct a code with average description length H(p).

If, instead, we used the code for a distribution g, we would need
H(p) + D(p||q) bits on average to describe the random variable.
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The Relative Entropy

The relative entropy or Kullback-Leibler distance between two
probability mass functions p(x) and g(x) is defined as

D(plla) = S.exp(x)log 263
X
= Eplog%.

@ In computing relative entropies, we use the following conventions:
0 0 Iogg =0;
) Iog% =0;

o plog§ = o0
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Remarks on The Relative Entropy

@ For a symbol x € X, such that p(x) > 0 and g(x) =0,

D(pl|q) = oo.

@ We will soon show that:

o The relative entropy is always nonnegative
o The relative entropy is zero if and only if p = gq.

@ However, it is not a true distance between distributions since:

@ It is not symmetric;
@ It does not satisfy the triangle inequality.
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Mutual Information

@ Mutual Information is a measure of the amount of information that
one random variable contains about another random variable.

@ It is the reduction in the uncertainty of one random variable due to
the knowledge of the other.

Definition

Consider two random variables X and Y with a joint probability mass
function p(x, y) and marginal probability mass functions p(x) and p(y).
The mutual information /(X; Y) is the relative entropy between the joint
distribution and the product distribution p(x)p(y):

IXY) = Yoer Xyey plx,y) log 20
= D(p(x.y)[Ip(x)p(¥))

X,Y
= Ep(ey) 198 5505097
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Example

o Let X ={0,1} and consider two distributions p and g on X.

o p(0)=1—r, p(1)=r;
s q0) =15, q(1) =

Then .
D(plla) = p(0)log 2 + p(1) log 2t}
(1—r)log 3=£ + rlog £;
D(gllp) = (1—s)logi=5 +slog?.

If r = s, then
D(pllq) = D(qllp) = 0.
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Example (Cont'd)

o If r= % s = %, we can calculate

1/2 1/2
D(plla) = 3log3/s +3log 15

= 1- % log 3

0.2075 bit;
D(qllp) = %log 33+ }log 15

= % log3 —1

= 0.1887 bit.

Note that D(pl||q) # D(q||p) in general.
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Subsection 4

Relationship Between Entropy and Mutual Information
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Entropy, Relative Entropy, and Mutual Information Relationship Between Entropy and Mutual Information

Mutual Information and Entropy

Theorem (Mutual Information and Entropy)

I(X;Y) =
I(X;Y) =
I(X;Y) =
I(X:Y) =
I(X;X) =

H(X) — H(X|Y)

H(Y) — H(Y|X)

H(X) + H(Y) — H(X, Y)
I(Y; X)

H(X).

@ We can rewrite the definition of mutual information /(X; Y) as

: _ p(x.y)
I(X;Y) = ny p(x,y) |Og 20)P(Y)

= %, plx.y)log 2)

pxly)

= =Y., P(x.y)logp(x)+ 3, , p(x,y)log p(x|y)
= =3, p(x)logp(x) — (=X, p(x,y)log p(xly))

= H(X) -

George Voutsadakis (LSSU)

H(X|Y).

Information Theory February 2024 27 /89



Entropy, Relative Entropy, and Mutual Information Relationship Between Entropy and Mutual Information

Mutual Information and Entropy (Cont'd)

@ We showed /(X;Y) = H(X) — H(X]Y).
Thus, the mutual information /(X; Y) is the reduction in the
uncertainty of X due to the knowledge of Y.

@ By symmetry, this also follows that /(X; Y) = H(Y) — H(Y|X).
Thus, X says as much about Y as Y says about X.

@ Now recall that H(X, Y) = H(X) + H(Y|X).
Thus, we have I(X;Y) = H(X) + H(Y) — H(X,Y).

o Finally, we have I(X; X) = H(X) — H(X|X) = H(X).

@ Thus, the mutual information of a random variable with itself is the
entropy of the random variable.

@ For this reason entropy is sometimes called self-information.
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Pictorial Representation

HX.Y)

@ The relationship between ‘

H(X), H(Y), H(X, Y),
H(X|Y), H(Y|X) and I(X;Y)

is expressed in a Venn diagram.

H(X) H(Y)

The mutual information /(X; Y') corresponds to the intersection of
the information in X with the information in Y.
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Example

@ Consider the joint distribution

Y\X|1 2 3 4
1‘1 I 1 T
8 16 32 32
2|L I L 1
6 8 32 32
3|i L L 1
16 16 16 16
412 0 0 o0

Recall that we calculated H(X) = I and X(X|Y) = 4.

Now, it is easy to calculate the mutual information

Ix:y) = (X)l— H(X]Y)
%

= 0.375 bit.

lw oo|:

George Voutsadakis (LSSU) Information Theory February 2024 30/89



Entropy, Relative Entropy, and Mutual Information Chain Rules

Subsection 5

Chain Rules for Entropy, Relative Entropy and Mutual Information
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Chain Rule for Entropy

Theorem (Chain Rule for Entropy)
Let X1, X, ..., X, be drawn according to p(x1,x2,...,%s). Then

n
H(X1, X, .. Xa) =D H(XiIXiz1, .., Xa).
i=1

@ We repeatedly apply the two-variable chain rule.
H(X1,X2) = H(X1)+ H(X2[X1),
H(X1, X2, X3) = H(X1) + H(Xz, X3|X1)
= H(X1) + H(Xz|X1) + H(X3]X2, X1),

H(Xt, Xo, ..., Xn) = HX)+HX) + -+
H(Xn|Xn—1, PP 7X1)
= YL HXiXi—1, ..., X0).
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Alternative Proof of the Chain Rule

o We write p(x1,...,xn) = [1-1 P(XilXi—1, .., x1).
We then evaluate:

H(X1, Xa, . ., Xn)
= = D oo POXL X025 Xn) log p(x1, X2, - .+ s Xp)

= D PO X250 log T p(xilxio1, ., x1)
= = D o 21 P(X1, X2, - Xn) log p(xi|Xi—1, ..., x1)
= = D12 v PO X2, Xn) log p(Xi]Xi—1, - - ., x1)
= —> i le,X2,...,x,- p(x1, x2, ..., x;)log p(xj|xi—1, ..., x1)
= Y HXi| Xiz1, ..., X1).
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Conditional Mutual Information

@ We define the conditional mutual information as the reduction in the
uncertainty of X due to knowledge of Y when Z is given.

The conditional mutual information of random variables X and Y given
Z is defined by

I(X:Y|Z) = H(X|Z)—-H(X|Y,Z)
= H(X]Z) - (H(X,Y|Z) - H(Y|Z))
_ p(X,Y|2)

= Epxy.2) 108 six vy
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Chain Rule for Mutual Information

@ Mutual information also satisfies a chain rule.

Theorem (Chain Rule for Information)
I(Xl, X2, Ce ,Xn; Y) = 27:1 I(X,'; Y|Xi—1, X,'_2, .. ,Xl).

o We have

/(Xl,Xz,...,Xn; Y)

= H(X17X27' ° ¢ 7Xn) - H(X17X27' ° ¢ 7Xn|Y)

= > HXi| Xize, .., X)) — 2 HX | Xi—1, ..., X1, Y)
= Y I(Xi Y Xiz1, Xi—2, ..., X1).
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Conditional Relative Entropy

@ We define a conditional version of the relative entropy.

Definition

For joint probability mass functions p(x, y) and q(x, y), the conditional
relative entropy D(p(y|x)|/g(y|x)) is the average of the relative entropies
between the conditional probability mass functions p(y|x) and q(y/|x)
averaged over the probability mass function p(x). More precisely,

D(p(yIX)llalylx)) = 3, p(x) 5, plylx)log 24

X
= Eppey) o8 Syix)-

@ The notation for conditional relative entropy is not explicit, since it
omits mention of the distribution p(x) of the conditioning random
variable, which is normally understood from the context.
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The Chain Rule for Relative Entropy

Theorem (Chain Rule for Relative Entropy)
D(p(x,y)lla(x,y)) = D(p(x)lla(x)) + D(p(y|x)lla(y|x)).

@ We have

D(p(x, y)lla(x,y))
= .2, plx,y) log "(i

= ¥, X, plx,y) log 8520
= . %, plxy)log 283 + 5, 52, p(x, y) log 24
= D(p(x)|lq(x)) + D(p(y|x)|la(y|x)).

yIX)

George Voutsadakis (LSSU) Information Theory February 2024 37/89



Entropy, Relative Entropy, and Mutual Information Jensen'’s Inequality and Its Consequences

Subsection 6

Jensen's Inequality and Its Consequences

George Voutsadakis (LSSU) Information Theory February 2024 38/89



Entropy, Relative Entropy, and Mutual Information Jensen'’s Inequality and Its Consequences

Convex and Concave Functions

Definition

A function f(x) is said to be convex over an interval (a, b) if for every
x1,x2 € (a,b) and 0 < A <1,

f()\Xl aF (1 = )\)X2) < )\f(Xl) aF (1 = )\)f(XQ)

A function f is said to be strictly convex if equality holds only if A =0
or A =1.

Definition

A function f is concave if —f is convex.

@ A function is convex if it always lies below any chord.

@ A function is concave if it always lies above any chord.
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Examples

@ Examples of convex functions include
x%,  |x|, €%, xlogx (for x>0), and so on.

@ Examples of concave functions include

logx and +/x, for x > 0.
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Examples

@ The figure shows some examples of convex and concave functions.

@ Linear functions ax -+ b are both convex and concave.
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Jensen'’s Inequality and Its Consequences

Convexity and Second Derivatives

Theorem

If the function f has a second derivative that is nonnegative (positive)
over an interval, the function is convex (strictly convex) over that interval.

@ We use the Taylor series expansion of the function around xp:

) = Fs0) + #/(r0)x — x0) + 0 ()2

where x* lies between xg and x. By hypothesis, f”(x*) > 0.
Thus, the last term is nonnegative for all x.

Letting xo = Ax1 + (1 — A\)x2 and take x = xi, to obtain
f(x1) > f(x0) + f'(x0)((1 = ) (x1 — x2)).

Similarly, taking x = x>, we obtain

f(Xz) > f(X()) + f/(X())()\(Xz — Xl)).
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Convexity and Second Derivatives (Cont'd)

o We got
flxa) = f(x0)+ ' (x)((1 = A)(x — x2)),
f(X2) > f(Xo) + f/(Xo)()\(X2 = Xl)).
Multiplying the first by A and the second by 1 — A and adding, we
obtain

fOx+ (1= Xx2) < Af(x1) + (1= N)f(x).

The proof for strict convexity proceeds along the same lines.
Example: The theorem allows us immediately to verify:

o The strict convexity of x2, e*, and x log x, for x > 0;
o The strict concavity of log x and /x, for x > 0.
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Jensen’s Inequality

@ Let E denote expectation.

o EX =3 . p(x)x in the discrete case;
o EX = [ xf(x) dx in the continuous case.

Theorem (Jensen's Inequality)

If f is a convex function and X is a random variable,
Ef(X) > f(EX).

Moreover, if f is strictly convex, the equality implies that X = EX with
probability 1 (i.e., X is a constant).

@ We prove the inequality for discrete distributions using induction on
the number of mass points.

@ We omit the proof of the second statement.
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Jensen'’s Inequality (Cont'd)

@ For a two-mass-point distribution, the inequality becomes

pif(x1) + pof(x2) > f(pix1 + pox2).

This follows directly from the definition of convex functions.
Suppose the theorem is true for distributions with kK — 1 mass points.

Then writing p} = 1f"pk, fori=1,2,...,k—1, we have
Siapif(x) = pefCa) + (1= pe) SIS pif(x)
> pf () + (1= p)F (IS pixi)
(by the induction hypothesis)
> Fpexk + (1— p) 17 pjxi)
(definition of convexity)
= f(Zipixi)-
The proof can be extended to continuous distributions by continuity

arguments.
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The Information Inequality

Theorem (Information Inequality)

Let p(x), g(x), x € X, be two probability mass functions. Then

D(pllq) > 0,

with equality if and only if p(x) = g(x), for all x.
o Let A= {x: p(x) > 0} be the support set of p(x). Then

~D(plla) = —X,can(x)logsd

> xea P(x)log %

log Y- e n P(x) 24

IOg ZXEA q(X)

log > _yex a(x)
logl =0.

IA

Al
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The Information Inequality (Cont'd)

@ We showed D(p||q) > 0.
Now log t is a strictly concave function of t.
It follows that we have equality instead of the first inequality if and

only if % is constant everywhere, i.e.,

q(x) = cp(x), for all x.

S ab) =Y ptx) =c.

x€EA xEA

Thus,

We have equality in the second inequality only if
S g =3 q(x) =1.
XEA XEX

This implies that ¢ = 1.
Hence, D(p|lg) = 0 if and only if p(x) = g(x), for all x.
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Consequences

Corollary (Nonnegativity of Mutual Information)

For any two random variables, X, Y,

I(X;Y) >0,
with equality if and only if X and Y are independent.
o We have
1(X;Y) = D(p(x,y)lp(x)p(y)) = 0.
Moreover, by the Information Inequality Theorem,

D(p(x, y)llp(x)p(y)) =0 iff p(x,y) = p(x)p(y)
iff X and Y are independent.
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Consequences (Cont'd)

Corollary
We have
D(p(y|x)lla(y[x)) = 0,

with equality if and only if p(y|x) = g(y|x), for all y and x, such that
p(x) > 0.

@ Also using the Information Inequality Theorem.

Corollary
We have

I(X;Y|Z) >0,
with equality if and only if X and Y are conditionally independent given Z.

: _pxylz)
o Note that /(X;Y[Z) =3, p(2) >, , P(x,y|2) log Zzr0 )

So we may, once more, use the Information Inequallty Theorem.
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Maximum Entropy

@ We now show that the uniform distribution over the range X is the
maximum entropy distribution over this range.

o It follows that any random variable with this range has an entropy no
greater than log | X|.

Theorem

H(X) < log|X|, where |X| denotes the number of elements in the range
of X, with equality if and only if X has a uniform distribution over X.

o Let u(x) = ﬁ be the uniform probability mass function over X.
Let p(x) be the probability mass function for X. Then

log |[X| = H(X) = 3 p(x)log 55 — X p(x) log 55
= Y p(x)log 2
= D(pllu) = 0.
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Conditioning Reduces Entropy

Theorem (Conditioning Reduces Entropy) (Information Cannot Hurt)
We have

H(X|Y) < H(X),
with equality if and only if X and Y are independent.

@ By the Nonnegativity of Mutual Information,
H(X)—H(X|Y)=I(X;Y)>0.

@ Intuitively, the theorem says that knowing another random variable Y
can only reduce the uncertainty in X.
Note: This is true only on the average.
H(X|Y = y) may be greater than or less than or equal to H(X).
However, on the average

HX|Y) =Y p()HX]Y = y) < H(X).
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Example

o Let (X, Y) have the joint distribution shown on the

right.
Then LA
0 2
H(X) = H(3, &) =0.544 bit; i %
H(X|Y =1) = H(0,1) = 0 bits;
H(X|Y =2) = H(3,3)=1bit

We calculate
1
H(X|Y) = %H(X\Y =1)+ ZH(X\Y = 2) = 0.25 bit.

Thus, the uncertainty in X is:

o Increased if Y = 2 is observed:;
@ Decreased if Y =1 is observed.

But uncertainty decreases on the average.
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Independence Bound on Entropy

Theorem (Independence Bound on Entropy)
Let X1, X2, ..., X, be drawn according to p(x1,x2,...,Xxn). Then

n
H(X1, Xa, .., Xa) < H(X),
i=1

with equality if and only if the X; are independent.

@ By the chain rule for entropies,

H(X1, Xo, ..., Xn) = i  HXi|Xi—1, ..., X1)
er',:l H(Xi)a
where the inequality follows directly from the preceding theorem.

We have equality if and only if X; is independent of X;_1,..., Xy for
all i, i.e., if and only if the X;'s are independent.

IN
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Subsection 7

Log Sum Inequality and Its Applications
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Log Sum Inequality

Theorem (Log Sum Inequality)

For nonnegative numbers, aj, ap,...,a, and by, by, ..., b,

Z ailog 2 e (Z a,) log &=L b

with equality if and only if Z—:: = const.

o We again use the convention that Olog0 = 0, alog § = oc if a >0,
and 0log 2 o = 0. These follow from continuity.

@ Assume without loss of generality that a; > 0 and b; > 0.
Note that f(t) = tlogt = f'(t) =logt+loge = f"(t)=1loge.
So f(t) = tlogt is strictly convex, for all positive t.
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Log Sum Inequality (Cont'd)

@ Hence, by Jensen's inequality, for a; > 0, with >, aj =1,

Za;f(ti) >f (Z a,-t,'> .

Now set aj = —2— and t; = 2.
Zj:l b; b;

b a; i b a; b a;
Y yEE 85 2 X yhb 8 5
T alogk > D jog &2
S b il = b ga.

YailogZ > (3 ar)log &= Ea’

Finally, taking into account that f(t) = tlogt is strictly convex, we

get, from Jensen's Inequality, that equality implies t; = % = const.
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Applying the Log Sum Inequality

Claim: D(p||q) > 0, with equality if and only if p(x) = q(x).
By the log sum inequality,

D(pl|q)

3 p(x) log 22

> P(x)
> (X p(x))log S ax)
= llog %
= 0.

Equality holds if and only if % =c.
Since both p and g are probability mass functions, ¢ = 1.
Hence, D(p|lq) = 0 if and only if p(x) = g(x), for all x.
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Convexity of Relative Entropy

Theorem (Convexity of Relative Entropy)

D(p||q) is convex in the pair (p, q), i.e., if (p1,91) and (p2, g2) are two
pairs of probability mass functions, then, for all 0 < A <1

D(Ap1 + (1 = A)p2[[Aqr + (1 = A)q2) < AD(p1llg1) + (1 — A)D(p2l|q2)

@ We apply the log sum inequality to a term on the left-hand side

D(Ap1+ (1 = A)p2|[Agr + (1 — A)g2)

= Y (Ap1 + (1 — N)p2) log 32322
<3 [Apilog 32 + (1 - A)pzlog 322 ]
=AY pilogZ +(1—A)> polog £

= )‘D(PIHQI) + (1= A)D(p2llg2)-
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Concavity of Entropy

Theorem (Concavity of Entropy)

H(p) is a concave function of p.

@ Let u be the uniform distribution on X'.
We know that H(u) = log |X| and

H(p) = log |X| — D(pl|u).

By the preceding theorem, relative entropy is convex.

Therefore, by the displayed equality, H is concave.
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Concavity of Entropy (Alternative Proof)

@ Let Xi, X5 be random variables with values in a set A.
Suppose that:

@ Xj has distribution py;
@ X, has distribution p,.

Let

o — 1, with probability A
~ | 2, with probability 1 — X\

Let Z = Xy. Then the distribution of Z is Ap; + (1 — A\)pa.
Now conditioning reduces entropy. So H(Z) > H(Z|0).
Equivalently,

H(Ap1 + (1 = A)p2) = AH(p1) + (1 — A)H(p2).
So entropy is concave as a function of the distribution.
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Concavity, Convexity and Mutual Information

Let (X, Y) ~ p(x,y) = p(x)p(y|x). The mutual information /(X; Y) is:

@ A concave function of p(x) for fixed p(y|x);

@ A convex function of p(y|x) for fixed p(x).

@ For the first part, we expand the mutual information
I(X;Y)=H(Y)— H(Y|X) = H(Y) ZP YH(Y |X = x).

By Concavity of Entropy, H(Y') is a concave function of p(y).
If p(y|x) is fixed, then p(y) is a linear function of p(x).
Hence, H(Y) is also a concave function of p(x).

The second term is a linear function of p(x).

Therefore, the difference is a concave function of p(x).
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Concavity, Convexity and Mutual Information (Cont'd)

o For the second part, fix p(x).
Consider two different conditional distributions p;(y|x) and pa(y/|x).
The corresponding joint distributions are

pi(x,y) = p(x)p1(y|x) and pa(x,y) = p(x)p2(y|x).

Their respective marginals are p(x), p1(y) and p(x), p2(y).
Consider a

Pa(ylx) = Ap1(y[x) + (1 = A)p2(y|x),
a mixture of p1(y|x) and pa(y|x), where 0 < A < 1.

The corresponding joint distribution is also a mixture of the
corresponding joint distributions,

pr(x,y) = Api(x,y) + (L = A)pa(x, y)-
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Concavity, Convexity and Mutual Information (Cont'd)

The distribution of Y is also a mixture,

pa(y) = Apa(y) + (1 = A)p2(y).

Let gx(x,y) = p(x)pr(y) be the product of the marginal distributions.
Then we have

Q)\(X,}/) = )\q1(x,y) + (1 - A)qg(x,y).

But the mutual information is the relative entropy between the joint
distribution and the product of the marginals.

So we get
I(X;Y) = D(pA(x, y)llax(x, y))-
By the Convexity of Relative Entropy, D(p||q) is convex in (p, q).

So the mutual information is a convex function of the conditional

distribution.
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Subsection 8

Data-Processing Inequality
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Ordered Markov Chains

Definition

Random variables X, Y, Z are said to form a Markov chain in that
order, denoted by X — Y — Z, if the conditional distribution of Z
depends only on Y and is conditionally independent of X.

Specifically, X, Y and Z form a Markov chain X — Y — Z if the joint
probability mass function can be written as

p(x,y,z) = p(x)p(y[x)p(z]y)-
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Characterization

@ Given, random variables X, Y,Z, X — Y — Z if and only if X and Z
are conditionally independent given Y.

Suppose, first, that p(x,y, z) = p(x)p(y|x)p(z|y).
Then we have
p(x, 2ly) = pix.y,z) _ p(X)p(y|x)p(zly) _ p(xly)p(zly).

p(x.y)
Py) pixy)

Suppose, conversely, that p(x, z|y) = p(x|y)p(z|y).
Then, we have

p(x,y,z) = p(x,zly)p(y) = p(x|y)p(zly)p(y)
= p(x,¥)p(zly) = p(x)p(y|x)p(z]y).
@ This characterization of Markov chains can be extended to define
Markov fields, which are n-dimensional random processes in which the

interior and exterior are independent given the values on the boundary.
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Consequences

o X - Y — Zimplies that Z — Y — X.

@ Thus, the condition is sometimes written
XY Z.

o If Z=1(Y), then X - Y — Z.
The hypothesis implies p(z|x, y) = p(z|y).
Therefore,

p(x,y,z) = p(x)p(ylx)p(z]x,y) = p(x)p(y|x)p(z]y)-
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Data-Processing Inequality

@ The next theorem demonstrates that no processing of Y, deterministic
or random, can increase the information that Y contains about X.

Theorem (Data-Processing Inequality)

If X = Y — Z, then I(X; Y) > I(X; Z).

@ By the chain rule, we can expand mutual information in two different

ways:

I(X;Y,Z2) = I(X;2)+1(X;Y|2)

= I(X;Y)+I1(X;Z]Y).

But X and Z are conditionally independent given Y.
So we have I(X;Z|Y) = 0.
Since I(X; Y|Z) > 0, we have I(X;Y) > I(X; Z).
Equality holds if and only if /(X; Y|Z) = 0.
That is, if and only if X — Z — Y forms a Markov chain.
Similarly, one can prove that I(Y;Z) > I(X; Z).
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Effect of Functions of the Data

Corollary
In particular, if Z = g(Y), we have I(X;Y) > I(X; g(Y)).

o X — Y — g(Y) forms a Markov chain.

@ Thus functions of the data Y cannot increase the information about
X.
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Effect of Downstream Observations

Corollary

If X > Y — Z, then I(X; Y|Z) < I(X;Y).

@ Consider again

IX;Y,2) = I(X;2)+I(X;Y|Z)
= I(X;Y) + I(X; Z|Y).

By Markovity, /(X; Z|Y) = 0. Moreover, I(X;Z) > 0.
We obtain I(X; Y|Z) < I(X;Y).

@ Thus, the dependence of X and Y is decreased (or remains
unchanged) by the observation of a “downstream” random variable Z.
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Effect of Downstream Observations

o Note: It is possible that /(X; Y|Z) > I(X; Y) when X, Y and Z do
not form a Markov chain.

Example: Let X and Y be independent fair binary random variables.

Let
Z=X+Y.
Then I(X;Y)=0.
On the other hand,
I(X;Y|Z) = H(X|Z)—-H(X]|Y,2)
= H(X|2)
P(Z =1)H(X|Z =1)
= 1t
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Subsection 9

Sufficient Statistics
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Idea of Sufficient Statistic

@ Suppose that we have a family of probability mass functions {fy(x)}
indexed by 6.

@ Let X be a sample from a distribution in this family.

o Let T(X) be any statistic (function of the sample) like the sample
mean or sample variance.

© Then § — X — T(X).

@ By the data-processing inequality, we have
16 T(X)) < 1(6; X),

for any distribution on 6.
@ However, if equality holds, no information is lost.

o A statistic T(X) is called sufficient for 6 if it contains all the
information in X about 6.
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Sufficient Statistic

Definition

A function T(X) is said to be a sufficient statistic relative to the family
{fo(x)} if X is independent of € given T(X), for any distribution on 6, i.e.,
00— T(X)—X

forms a Markov chain.
@ This is the same as the condition for equality in the data-processing
inequality,
1(0; X) = 1(0; T(X)),
for all distributions on 6.

@ Hence sufficient statistics preserve mutual information and conversely.
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Example of Sufficient Statistic |

o Let X1, X5,...,X,, X; € {0,1}, be an independent and identically
distributed (i.i.d.) sequence of coin tosses of a coin with unknown
parameter 0 = Pr(X; = 1).

Given n, the number of 1's,

T(X1, Xa,.. ., Xa) = DX,

is a sufficient statistic for 6.
In fact, we can show that given T, all sequences having that many 1's
are equally likely and independent of the parameter 0. Specifically,

Pr{(Xl,Xg, “e ,X,,) = (Xl,X2, . ,X,,) . er',:l X,' = k}
_ (ﬁ if Sox;=k
0, otherwise
Thus, 0 — > X; — (X1, X2, ..., X,) forms a Markov chain,

This shows that T is a sufficient statistic for 6.
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Example of Sufficient Statistic Il

@ Suppose X is normally distributed with mean 6 and variance 1; i.e.,
1 2
fo(x) = ——e~ =072 = N(9,1).
Let X1, Xp,..., X, be drawn independently according to this

distribution.
A sufficient statistic for 6 is the sample mean

_ 1 <
X, = ;le;.
=

It can be verified_that the conditional distribution of X1, X5, ..., X,
conditioned on X, and n does not depend on 6.
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Example of Sufficient Statistic IlI

@ Suppose fy = Uniform(6,60 + 1).
A sufficient statistic for 6 is

T (X1, X2, ..., Xp)
= (max {Xl,Xz, o0 ,Xn}, min {Xl,Xz, o0 ,Xn}).

Again, one can show (not very easily) that the distribution of the
data is independent of the parameter given the statistic T.
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Minimal Sufficient Statistic

Definition

A statistic T(X) is a minimal sufficient statistic relative to {fy(x)} if it
is a function of every other sufficient statistic U.

Interpreting this in terms of the data-processing inequality, this implies that

0 — T(X)— UX)— X.

@ A minimal sufficient statistic maximally compresses the information
about 6 in the sample.

@ Other sufficient statistics may contain additional irrelevant
information.

Example: For a normal distribution with mean 6, the pair of functions
giving the mean of all odd samples and the mean of all even samples
is a sufficient statistic, but not a minimal sufficient statistic.
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Subsection 10

Fano's Inequality
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Introduction

@ Suppose that we know a random variable Y and we wish to guess the
value of a correlated random variable X.

@ Fano's inequality relates the probability of error in guessing the
random variable X to its conditional entropy H(X|Y).

@ We can show that the conditional entropy of a random variable X,
given another random variable Y/, is zero if and only if X is a function
of Y.

@ Hence, we can estimate X from Y with zero probability of error if and
only if H(X|Y) =0.

o Extending this argument, we expect to be able to estimate X with a
low probability of error only if the conditional entropy H(X|Y) is
small.
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|dea of Fano's Inequality

@ Suppose that we wish to estimate a random variable X having
distribution p(x).

@ We observe a random variable Y which is related to X by the
conditional distribution p(y|x).

o From Y, we calculate a function g(Y) = X, where X is an estimate
of X and takes on values in X.

@ We will not restrict the alphabet X to be equal to &
o We will also allow the function g(Y) to be random.

@ We wish to bound the probability that X # X.
o We observe that X — Y — X forms a Markov chain.
o Define the probability of error P, = Pr{X # X}.
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Fano's Inequality

Theorem (Fano's Inequality)

For any estimator X, such that X — Y — X, with P, = Pr(X # )A() we
have

H(P.) + Pelog |X| > H(X|X) > H(X|Y).

This inequality can be weakened to

H(X|Y) -1
1+ Pelog|X| > H(X|Y) or PeEL
log | X|

Remark: Note that P. = 0 implies that H(X|Y) = 0.
@ We first ignore the role of Y and prove the first inequality.
@ Then we use the data-processing inequality to prove the more

traditional form of Fano's inequality, given by the second inequality.
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Fano's Inequality (Cont'd)

@ Define an error random variable

Using the chain rule for entropies, we expand H(E,X|)?) in two
different ways

H(E,X|X) = H(X|X)+ H(E|X,X)
~———

=0
—  H(E|X)+ H(X|E,X).
—_——— ~Y—
<H(Pe) <Pelog|X|
Since conditioning reduces entropy, H(E|)?) < H(E) = H(Pe.).
Since E is a function of X and X, H(E|X,X) = 0.
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Fano's Inequality (Cont'd)

o The remaining term, H(X|E, X), can be bounded by noting that:
o Given E=0, X = X;
o Given E =1, we can upper bound the conditional entropy by the log of
the number of possible outcomes.

Therefore, we obtain

H(X|E,X) = Pr(E=0)H(X|X,E =0)
+ Pr(E = 1)H(X|X,E =1)
< (1—P.)0+ P.log|X|.

Combining these results, we obtain

H(P.) + Pelog |X| > H(X|X).
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Fano's Inequality (Conclusion)

@ We obtained N
H(Pe) + Pelog | X| > H(X|X).

Now X — Y — X is a Markov chain.
So, by the Data-Processing Inequality, I(X;)A() <I(X;Y).

Therefore,

H(X|X) = H(X) — I(X; X) > H(X) = I(X; Y) = H(X]Y).

Thus, we have

H(P.) + P.log |X| > H(X|X) > H(X]Y).
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Consequences

Corollary
For any two random variables X and Y, let p = Pr(X # Y). Then

H(p) + plog |X| = H(X]Y).

o Let X = Y in Fano's inequality.

@ For any two random variables X and Y/, if the estimator g(Y') takes
values in the set X', we can strengthen the inequality slightly by
replacing log | X | with log (|X'| — 1).

Corollary

Let P, = Pr(X # X), and let X : ) — X. Then

H(P.) + Pelog (|X| — 1) > H(X|Y).
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Sharpness of Fano's Inequality

@ Suppose that there is no knowledge of Y.
Thus, X must be guessed without any information.
Let X €{1,2,...,m}and p1 > pp >+ > pm.
Then the best guess of X is X =1
The resulting probability of error is P, =1 — p;.
Fano's inequality becomes

H(Pe) + Pe log (m — 1) > H(X).

The probability mass function

P P
(P17P2a---,Pm)=(1—Pe,—e..., e )
m

achieves this bound with equality.

Thus, Fano's inequality is sharp.
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Error and Entropy for Two iid Random Variables

@ Let X and X’ be two independent identically distributed random
variables with entropy H(X). The probability at X = X’ is given by
Pr(X = X') = p?(x).

Lemma

If X and X’ are i.i.d. with entropy H(X),

Pr(X = X') > 27HX),

with equality if and only if X has a uniform distribution.

@ Suppose that X ~ p(x).
By Jensen’s inequality, we have 2E'08P(X) < Elogp(X)
This implies that

2= H(X) _ 93 p(x)logp(x) < ZP(X)2IOgP(X) — ZPZ(X)_
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Error and Entropy for Two Random Variables

Corollary

Let X, X’ be independent with X ~ p(x), X' ~ r(x), x,x" € X.
Then

Pr(X = X') > 27 H@)=DClI)  pr(x = X') > 2= H()-DCllp)

o We have

o—H(p)~D(plr) 222 P(x) log p(x)+3 p(x) log 1}

p(x)
22 P(x) log r(x)
> p(x)2es
>_ p(x)r(x)
Pr(X = X').
The inequality follows from Jensen's inequality and the convexity of
the function f(y) = 2.
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